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Abstract

What kind of risk-based framework could support an evaluation of impacts resulting from information
disorders (e.g., misinformation, disinformation, fake news)? To evaluate their consequences, the starting point
proposed in this article is to set out criteria to prioritise which type, and which domain to locate them in. To
solve the quagmire of defining what is and isn’t disordered information, the solution was to use violations of
laws (e.g. privacy, copyright, data protection). Next, a wide range of research literatures investigating
information disorders guided the selection of risk factors to be included in a risk-based framework (e.g., target,
actor, content, form, manner of distribution, consequences). Moving from the abstract to the concrete, the
criteria and risk factors were examined with reference to current real-world examples of information disorders
drawn from a variety of settings (e.g., academic research, advertising campaigns, cyberattacks, peer-to-peer
corporate transactions, public weather warnings). One of the main challenges exposed through this process
was evidencing impact (tangible losses, intangible losses). This, and other limitations that were revealed
through real cases are discussed in the concluding section which stresses the need for an incident database
of information disorders. Having a shared resource of real-world cases could better inform the development of
a risk assessment methodology as well as advancing theory development and closing some evidence gaps
through future empirical research.
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Introduction

Information disorders (Wardle & Derakhshan, 2017) (e.g.
misinformation, disinformation, fake news, conspiracy
theories) are now referred to as existential threats (Ecker
et al., 2025; Porter et al., 2025; Roozenbeek & Van der
Linden, 2024; Van Raemdonck & Meyer, 2024). To
appreciate why this is the case we need only consider the
affects they have been associated with: scepticism and
cynicism towards traditional news media (Markov & Min,
2022), eroding trust in government (Ahmed et al., 2025),
societal polarization (Vasist et al., 2024), election
interference (Echeverria et al., 2025; Ecker et al., 2025;
Lin et al., 2025; Schroeder et al., 2026), poorer health
(Paul & Yesmin, 2024; Van der Linden et al.,, 2025),
undermining national security (Pierce et al., 2022), stock
market disruptions (Arcuri et al., 2023), supply chain
disruptions (Petratos & Faccia, 2023), economic
instability (Asevameh et al., 2024), damage to critical
infrastructure (Barker et al., 2025), and reputational
damage of companies (Zhou et al., 2024).

Concern amongst public and private
organizations is high because the job of developing
control measures to tackle information disorders
increasing in difficulty as more of their impacts are
discovered. In fact, designing appropriate treatments for
addressing information disorders, like all risk
management, should start with risk assessments, to
estimate the prevalence and severity of impact different
information disorders pose (e.g., Aven & Thekdi, 2022;
Pamment, 2022; Trammell, 2020; Varela da Costa et al.,
2025).

Currently there is no general-purpose risk-based
framework to inform risk management decisions to
tackle information disorders, and so to address this the
aim here is to propose some criteria and risk factors that
could beincluded in a general framework. The criteria are
used to prioritise the application of the risk framework
according to the type of disorder (i.e. disinformation,
hoaxes, fake news, conspiracy theories) and the domain
(i.e. digital environments) to locate them in to. Finding
convergence in research on the common properties
associated with information disorders guided the set of
risk factors to include in the framework (i.e. actor,
content, form, manner of dissemination, target,
conseqguences). The first two sections of this article were
inspired by current research on the topic of information
disorders that either use idealised scenarios,
hypothesised examples, or some real-world examples to
study the impact of information disorders. To explore the

realistic challenges of evaluating the effects of
information disorders, the third section uses current
real-world examples to assess the viability of the criteria
and risk factors proposed here. Several evidence gaps,
and other limiting factors are discussed in the
concluding section which also considers future
directions and practical stepsincluding the development
of an information disorder incident database.

Designing a risk  assessment
framework for information disorders

Information disorders encompass any type of content
that is distorted and that is distributed in ways that can
cause a variety of harms. The distortions can take many
forms (e.g. misleading content, false content, fabricated
content, manipulated content, impostor content, false
connections, opinions presented as facts, errors in facts,
fabricated sources, satire or parody) (e.g. Kumar et al.,
2025; Osman et al., 2022; Pérez-Escolar et al., 2023). To
sort the distortions in ways that are meaningful one
distinguishing feature is whether (e.g. disinformation) or
not (e.g. misinformation) the distortion is premeditated
in mind of producing a harmful outcome (e.g., Pérez-
Escolar et al., 2023; Sge, 2021). Abundant are incidental
falsehoods and inaccuracies, which some have argued
are part and parcel of everyday communication (e.g.,
Andersen & Sge, 2020; Sperber et al., 2010). The deeper
concern comes from willfully constructed and
communicated falsehoods and inaccuracies, which aim
to create discord, distrust, or material damage to
individuals, groups, private and public institutions.
Evaluating the impact of all types of information
disorders may be difficult as well as impractical. The first
step is to propose criteria to help narrow the focus on the
type of information disorder to consider and where they
occur to enable an evaluation of impact through a risk
framework.

Criterion 1

Which types of information disorders to prioritize an
evaluation of their impact: Disinformation is defined by
some as “verifiably false or misleading information that
is created, presented and disseminated for economic
gain or to intentionally deceive the public, and may cause
public harm” (Van Hoboken et al., 2019, p. 15). Along with
this, there are an increasing range of information
disorders that fall into the scope of being willfully
designed to cause harm. Take for instance, fake news,
which is generally referred to as the deliberate
construction and dissemination of false, exaggerated



and biased news reporting to influence opinions and
behavior (e.g. Gelfert, 2018). Propaganda combines truth
claims to lend credibility with false claims that help to
capture a mass audience (Walton, 1997). By design it
contains ideologically slanted content to further a cause
and to styme critical analysis (e.g., Henderson, 1943;
Walton, 1997). Hoaxes are memetic because they also
masquerade as true by combining truth claims and
fabrications to confuse as well as interest audiences
(Fleming & O'Carroll, 2010; Utami, 2018), and this is also
the case for conspiracy theories (Douglas & Sutton,
2023). Conspiracy theories also subvert widely accepted
assumptions of events, describe malevolent or
forbidden acts, and ascribe nefarious ends to individuals
or groups (e.g., Douglas & Sutton, 2023; Van Prooijen &
Van Vugt, 2018).

As can be seen from the definitions of these
types of information disorders (disinformation, fake
news, propaganda, hoaxes, conspiracy theories) the
common denominator is intentionality to cause discord,
distrust, or material damage (O Fathaigh et al., 2021). For
ease, these examples are collectively referred to as
Willfully Deleterious Information Disorders (WDID).

While setting out which examples of information
disorders to include, by extension there also needs to be
consideration of what to exclude. WDID excludes
examples of content that includes fabrications and
falsehoods, but with the intent to amuse or to inspire
critical thought, such as parody and satire (Adams et al.,
2023; Kumar et al., 2025; Levak, 2020). Also excluded
from WDID are examples of information disorders where
the content is misleading but is generated and shared
inadvertently, such as misinformation. Moreover, while
negative outcomes from misinformation may occur,
currently there is a need to improve the methods used to
establish a reliable causal relationship between the two
(Adams et al., 2023; Altay et al., 2023; Granados
Samayoa, & Albarracin, 2025; Osman, 2025; Scheufele &
Krause, 2019); though others would argue that there are
sufficient grounds to evidence adverse outcomes from
misinformation (e.g., Ecker et al., 2025; Roozenbeek &
Van der Linden, 2024).

The basis on which to broadly distinguish
examples that fallinto and out of scope of WDID the main
criterion is based on intent to cause harm, but other
specifications are needed. For instance, it is clear from
the various definitions of WDID that they can contain a
mixture of truth claims as well as falsehoods and
fabrications. Moreover, included in information disorders
is mal-information which is true content (e.g., Adams et
al., 2023), but can be distributed for malicious ends (e.g.
exposing individual to harm by realising private
information to the public). These added complexities

pose problems for deciding a priori a process for
identifying content that can be WDID. Also, risk analysis
is not usually employed to arbitrate between truth and
false claims (Lindaas & Bakken, 2025), because it is
functionally designed to generate estimates for justified
beliefs about different states of the world (Yl6nen & Aven,
2023). This means that the criterion for distinguishing
which types of information disorders fall in and out of
scope of WDID needs independent adjudication.

One possible solution comes from legal studies
(e.g., Chang, 2022; Li, 2025; Peukert & Windisch, 2025;
van Hoboken & Fathaigh, 2021). Disinformation and
other such examples of WDID are not illegal, at least not
for now (O Fathaigh et al., 2022). However, there is
specific content contained within examples of
information disorders that does violates laws (e.g.
privacy laws, copyright laws, defamation, public order)
and breaches regulations and standards (e.g. advertising
standards) (e.g., Chang, 2022; Li, 2025; Peukert &
Windisch, 2025; van Hoboken & Fathaigh, 2021). Given
this, as a practical solution, and avoiding painful debates
about definitions, Criterion 1 incorporates this legal
approach. The idea here is to apply independent
formalised norms to assess content according to
whether it is deliberately designed to cause harm given
that the content itself violates laws, breaches
regulations and standards referred to here.

Criterion 2

Criterion 2 considers the domain of distribution to also
help focus an evaluation of the impact of information
disorders based on where likely widest range of impacts
can be caused. The digitisation of information means
there are numerous forms that information disorders can
take (image, video, audio, text, mixed media, 3D content),
and that can exploit generative artificial intelligence
(GenAl) tools (Kumar et al., 2025; Schroeder et al., 2026).
Because digitized content is compatible with globally
accessible media technologies (e.g., Mulcahy et al.,
2024; Rathje & Van Bavel, 2025) strategies can be used to
optimise WDID virality, i.e. accelerated speed and reach
of target audiences. Furthermore, virtual environments
arguably enable the exploitation of social mechanisms to
amplify the impact of WDID by expanding audience
reach more efficiently than offline mechanisms (e.g.,
Caramancion, 2020; Caramancion et al., 2022). Outside
of media technologies, digitised forms of WDID can also
permeate critical infrastructure (e.g., Barker et al., 2025;
Jamalzadeh et al., 2024; Khameneh et al., 2025). Thus,
exploiting digital environments has dual impacts, where
harm can occur online, with profound spillover effects
offline (e.g., Chadwick et al., 2025; Eriksson Krutrok, &



Lindgren, 2022; Kwon et al., 2024; McLoughlin & Brady,
2024; Schroeder et al., 2026). Thus, criterion 2 is used to
prioritise the evaluation of the impact of WDID through
digital environments, which excludes offline
mechanisms. Not only because virality and amplification
is arguably greater in digital environments than offline,
but because there can be corresponding impacts online
and offline which increases the range of impacts that
could be observed.

Risk Factors

The process of building a risk-analysis framework to
evaluate the impact of information disorders starts with
two broad criteria for deciding on what and where to
focus the evaluation. The next step is to look for
candidate risk factors to include in the framework. To do
this a wide range of literatures were considered (e.g.
cognitive science, communication studies, computer
studies, economics, legal studies, Information/Library
Science, political sciences, sociology). This involved
surveying several empirical studies and reviews (e.g.,
Asevameh et al., 2024; Bontcheva et al.,, 2024;
Chechelashvil et al., 2023; Ferrara, 2024; Kumar et al.,
2025; Li, 2025; Olivares-Delgado et al., 2022; Osman,
2025; Paul & Yesmin, 2024; Pérez-Escolar et al., 2023;
Pierce et al., 2022; Plikynas et al., 2025; van Hoboken &
Fathaigh, 2021; Vasist et al., 2024). The main purpose
here is to cast a wide enough net to reveal properties of
information  disorders that different research
communities converge on. The rationale for each of the
five factors (i.e. target, actor, content, form, manner of
dissemination, consequences) is presented in detail
when discussing them in turn. The presentation of the
five factors is organised in a specific way that
corresponds to a basic structure of a risk assessment
methodology (e.g., International Organization for
Standardization 2019) so that the factors could grouped
into those that are hazards (or threats) and vulnerabilities
that contribute to causing harms (consequences).

Target

Risk Factor Target: A broad range of possible targets of
WDID have been identified in recent literatures, either
based on real examples, or by considering idealised
scenarios (e.g., Arcuri et al., 2023; Asevameh et al., 2024;
Chechelashvili et al., 2023; Harashima, 2023; Li, 2025;
Olivares-Delgado et al., 2022; Paul & Yesmin, 2024;
Pérez-Escolar et al., 2023; Rickards, 2024). Researchers
have attempted to differentiate who the primary target of
WDID from the wider range of secondary impacted
entities. This is because there are cascading effects of

WDID, which means several other targets end up being
affected across time.

To illustrate, Arcuri et al. (2023) consider cases
of fake news impacting stock prices in different stock
exchanges (e.g. New York Stock Exchange (NYSE),
National Association of Securities Dealers Automated
Quotation (NASDAQ)). The fake news was distributed via
social media and traditional news sources (e.g. business
wires, newspapers) and targeted specific publicly listed
firms (either national or multinational) that were named
in the news stories. Those targeted, and other associated
firms (i.e. secondary targets) were negatively impacted in
terms of stock prices, the firm’s earning from the stocks,
and wavering investor confidence. Arcuri et al. (2023)
also observed that there were incidental beneficiaries of
the WDID because they were competitors of the targeted
named firms.

Primary and secondary targets were examined
by Kausa et al. (2024) this time when WDID was used to
attack critical infrastructure (e.g. sewage plants, nuclear
power stations, power grid). The WDID took the form of
malicious insertion of false data into the control system.
Several examples of this form of WDID involve
destabilising the functions of systems that control
sewage plants resulting in spillage of raw sewage into
rivers, or power grids that resulted in a national blackout
(e.g. Kausa et al., 2024). The primary target of the WDID
was the specific control system, but the cascading
effects observed as secondary targets were damage to
the local ecology, or adverse impacts on the local
population.

For the purposes of the risk assessment
framework proposed here, the risk factor ‘target’ refers to
the primary entity the WDID is designed to harm, disrupt,
or cause material damage, while accepting that
secondary targets will likely be impacted as well (e.g.,
Arcuri et al., 2023; Asevameh et al., 2024; Chechelashvili
etal., 2023; Harashima, 2023; Li, 2025; Olivares-Delgado
et al., 2022; Paul & Yesmin, 2024; Pérez-Escolar et al.,
2023; Rickards, 2024). The primary target can include the
following: high-profile individuals, a social group, a
religious group, a political party, the public, a public
institution, a corporation, national infrastructure, a
nation state.

Actor

Risk Factor Actor: The first thing to establish is that the
actor responsible for the WDID may be different from the
actor that disseminates it. Candidate examples of
responsible actors range from foreign state actors,
hostile states, dark PR companies, cybercriminals,
hacktivists, corporations, news outlets and well as



figureheads, celebrities and influencers (e.g.,
Caramancion et al., 2022; Chechelashvili et al., 2023;
Garcia-Ull et al., 2025; Hameleers, 2023; Olivares-
Delgado et al., 2022; Vasist et al., 2023). This means that
an important distinction needs to be made between a
nefarious actor (e.g., dark PR company, hostile state,
corporation) that designs WDID, from the witting as well
as unwitting actors that distributes WDID. The witting
actor distributing WDID is discussed under the risk factor
‘Manner of dissemination’.

The actor generating the WDID content also
needs to be distinguished from how artificial intelligence
may be exploited to design or disseminate WDID content
(e.g., Gabriel et al., 2024; Kumar et al., 2025). In the
advent of GenAl and the tools available (e.g. Bard, Bing
Al, ChatGPT, DALL-E, My Al) an artificial entity can be
trained to generate fabricated, false, or misleading
content (Bontcheva et al., 2024; Gabriel et al., 2024;
Schroeder et al., 2026). Virtuous (or at least unintended)
hallucinatory text-based and visual-based errors that are
made (e.g. Liu et al., 2024; Ye et al., 2023) can result from
the training data sets as well as the algorithms
themselves, both of which independently and in
combination lead to information disorders, but not
necessarily WDID. In contrast, actors may generate
training data that contains false information to support
the generation of new false content, in a wilful manner
(Bontcheva et al., 2024; Schroeder et al., 2026). Also,
artificial agents (e.g. social bots) can be employed in
malicious ways to communicate WDID (e.g., Hajli et al.,
2022; Plikynas et al., 2025). Nonetheless while it is worth
understanding the exploitation of Al technology, human
agency is key. Therefore, for now, in the current proposed
framework, the entity and their malicious motivations to
exploit the technology, starts with a human entity which
can be: a foreign state, hostile state, dark PR company,
cybercriminals, hacktivists, corporations, news outlets,
figureheads, celebrities and influencers.

Content

Risk Factor Content: WDID can be difficult to identify
because the content contains a mixture of falsehoods,
fabrications and truth claims (e.g., Ferrara, 2024;
Olivares-Delgado et al., 2022; Paul & Yesmin, 2024;
Pierce et al., 2022). Also, misclassifications can occur
because the status of claims evolves over time, where
claims purported to be accurate are later found to be
false, but also highly contentious claims ascribed as
false are latter accepted as true (e.g. Adams et al., 2023;
Berkowitz, 2021). Recent classification systems
designed to serve as independent authentications and

verifications of information disorders employ digital
book-keeping ledgers such as block-chain and digital
forensics techniques (Ahmad et al., 2024; Arquam et al.,
2021; Bennke, 2023; Pol¢ak, & Kasl, 2021). As promising
as this is, for now in the absence of a consensus on
which authorisation and verification methods are best,
an alternative independent norm is needed to help
assign content into the category of WDID.

The approach proposed for Criterion 1, also
extends specifically here. Adopting a legal framework for
assessing whether content could violate privacy laws
(e.g. Li, 2025) or copyright laws (e.g., Chang, 2022;
Peukert & Windisch, 2025) serves as aindependent norm.
Privacy regulations, Privacy laws and Copyright laws in
combination prohibit the ability for private or public
actors to collect, use, store, transfer, or sell personal
information (Li, 2025), as well as reproduce, distribute,
adapt, display or lend content (e.g., original literary,
dramatic, musical, and artistic works, films and sound
recordings, broadcasts, databases, software,
photographs, illustrations, and other images) (Peukert &
Windisch, 2025). Therefore, as a risk factor, the content
of WDID can be determined with recourse to evaluating
the possibility that it violates privacy, copyright, or data
protection laws, or other regulations and standards.

Form

Risk Factor Form: As discussed, there are numerous
digital forms that WDID can take (e.g., Ahmed & Pathan,
2020; Caramancion et al., 2022; Kumar et al, 2025;
Pooranian et al., 2021). By focusing on digital forms, this
in turn helps to expand the evaluation of the impact of
WDID to include cybercrimes (e.g. Caramancion et al.,
2022; Shubham et al., 2025) and critical infrastructure
(e.g. Ahmed & Pathan, 2020; Barker et al., 2025;
Jamalzadeh et al., 2024; Khameneh et al., 2025). Table 1
summarises the different forms that WDID can take (e.g.,
Caramancion et al., 2022; Kumar et al, 2025; Pooranian
et al., 2021). The dedicated section discussing impact
“risk factor: consequences” goes into more detail, but
Table 1 helps to contextualise how the forms of WDID are
described by researchers as causing harm. It is worth
recognising here that situations will arise that include
combinations of digital forms of WDID, and which
combinations are most likely to occur requires empirical
work. For now, the starting point here is to detail which
forms have currently been investigated, and from this
future work can evidence new forms that exploit
technological advancements along with typical
combinations that are employed to cause harm.



Table 1. Techniques used for generation of wilful deleterious information disorders (WDID)

Technique Name

Badvertising

Clickbait headlines
Conspiracy Theories

Deepfakes

Fabricating Sources

False data injection
attack (FDIA)

False Expertise

Impersonation

Malware

Malvertisement

Manipulated Media
Misquoting & Out-of-
Context Quotes

Phishing

Ransomware

Description

A kind of camouflaged click fraud attack on the advertising industry,
automatically generates click-through on an advertisement when users visit
the website in the form of a malicious mutation of spam and phishing.

Crafting sensational headlines to attract clicks, often with misleading or false
information within the article.

Propagating elaborate and unverified descriptions of events as factual via news
articles, videos, and other media channels.

Using generative Al to fabricate video and/or audio to depict individuals saying
or acting in ways that are entirely fabricated.

Inventing or attributing false sources in fake news, fabricated articles, or other
false content.

The introduction of manipulated or fabricated data into a system, specifically
targeting the data used for state estimation or control decisions in critical
infrastructure.

Falsely claiming expertise in a subject to present false information as factual or
false attribution of expertise to claims being disseminated.

Falsely presenting content as attributable to a reputable individual or
institution.

Viruses, worms, trojans; viruses are executable programs that insert codes into
legitimate programs. Worms are self-replicating programs that spread in
systems to drain their resources. Trojans are malicious programs disguised as
legitimate software aimed at damaging a system.

Designing a platform for distributing malware by injecting malicious code (e.g.
worms, viruses, trojans, botnets) into legitimate ad networks.

Distort images, videos, audio, maps, 3D content, Simulated environments in
order mimic genuine media content.

Altering or taking statements out of context to change their meaning. Using
statements made in one context in a different context to change their meaning.
Fake emails, fake SMS or instant messages, and fake websites that may look
authentic

ATrojan or a worm is deployed via phishing or visiting a compromised website,
where malicious software installs on a system or computer, causing that
system or information to be encrypted. Upon encryption, a ransom message is
displayed stating the deadline for monetary payment (often in bitcoin).

Potential Impact

The attack artificially and stealthily increases the
number of clicks on ad banners hosted by the fraudster
or unaware associates to generate more revenue for
the attacker through advertising.

Misleading readers and driving high traffic towards
fabricated articles, or other false content.
Undermining trust in official narratives and promoting
distrust through fabricated and/or false content.
Creating convincing but false or fabricated multimedia
content in order to dupe individuals, groups, or the
public.

Lending false credibility to fake news, fabricated
articles, or other false content.

Operational problems, instability, or even physical
damage of critical infrastructure (e.g., power grids)

Lending credibility to fake news, fabricated articles,
and publicly disseminated opinions.

Duping individuals, group, or the public into thinking
that the false/fabricated content of communication is
from a trusted source.

Stealing personal information (i.e., financial or health);
falsify or modify personal data; lock access to or
release sensitive information to the public.

Malicious ads take advantage of browser vulnerabilities
to infect the victim’s system, persuade users to
download and to install malicious software

Duping individuals, groups, public, into accepting false
or fabricated content as real.

Mispresenting the views of public figures in order to
lend credibility to false or fabricated content.
Disruption of system operations; alter, damage, steal,
or disrupt data

Expose sensitive, personal, or embarrassing
information unless ransom is paid

Manner of Distribution

Risk Factor Manner of Distribution -
communication paths: Several reviews have catalogued
the way WDID is disseminated online (e.g. Broda &
Stromback, 2024; Burca-Voicu et al., 2025; Oksanen et
al., 2024; Plikynas et al., 2025; Ruiz, 2025; Wells t al.,
2024). The list is vast, and includes: social media
platforms, mainstream media outlets, alternative media
outlets, media outlets that masquerade as legitimate
news outlets, websites, blogs, and vlogs, digital
marketing, online gaming, e-mail marketing, digital
advertising, social bots, microtargeting, consumer
reviews. The virality and amplification of WDID via digital
environments means the dissemination paths of WDID
can also change over time. For instance, a fake news
story could initially appear as an article on a personal
website, which is then posted on a social media platform,

that could end up being viral through amplification by
exploiting social bots (Doshi et al., 2023). Contrast this
with examples of a more localised mechanism of
dissemination for an entirely different form of WDID. For
instance, an FDIA exploits a wireless communications
network device that uses 5G to disseminate corrupted
and/or false data in a control system of a critical
infrastructure such as a power grid (e.g. Ahmed & Pathan,
2020; Liu et al., 2024). Where the FDIA is initially injected
is separate to where else it starts to have cascading
effects along the way it is carried across the control
system (e.g. Ahmed & Pathan, 2020). Therefore, as a risk
factor the manner of dissemination needs to be
sufficiently broad to accommodate all these examples,
and at the same time distinguish between primary,
secondary and even tertiary methods of distribution over
time.

A way to capture the different methods of
dissemination is to look to communication theories on



networks and communication paths (e.g. Cappuccio et
al., 2021; Fawkes & Gregory, 2001). We can think of the
distribution of WDID based on whether the initial node in
the communication path is human in origin, artificial
agent, algorithmic, or a combination (e.g., Metzler &
Garcia, 2024). From this, the communication path can
take one of several structures which reflects different
strategic methods of dissemination. This can be one-to-
one (e.g. such as FDIA in which a packet of corrupted
data is inserted into a system), one-to-a-specific group
(e.g. a single deceptive email including malicious links
that is distributed to staff within an organisation, or a
false advertisement through microtargeting that reaches
multiple consumers), one-to-a-organisation (e.g. a
deepfake of a high ranking official sent to an
organisation), one-to-a-network (e.g., a high profile
influencer makes false claims to their followers on social
media platforms), one-to-a-community (e.g. Al
generated content contained in emails targeting a
special interest group), and network-to-network (e.g.,
artificial agents such as social bots distributing Al
generated posts on a social media platform). This is not
exhaustive, but it sets out an approach for capturing the
dissemination path and can, in future iterations, be used
to capture the dynamics of dissemination of WDID over
time.

Consequences

Risk Factor Consequences: One obvious
difficulty in identifying the consequences of WDID is that
the intended outcomes may differ from the outcomes
that have been observed, not least because the WDID
themselves may not be detected immediately. For
instance, the difficulty in assigning the consequence of
hoaxes is because only years later the originator
announces the hoax or only much later, as is the case
with examples of Wikipedia, has it been possible for
hoaxes to be debunked (e.g. Borkakoty & Espinosa-Anke,
2024; Young, 2017). Moreover, given the dynamic nature
of the distribution paths of WDID, identifying associated
consequences needs to factorin appropriate time scales
for their detection. For instance, when WDID were
designed to cause discord in religiously fractious
communities, after they were distributed the observable
impacts occurred some days after or several months
after (e.g. Paul & Yesmin, 2024). Others have
documented both short term (e.g., days) and long-term
(e.g. years) macroeconomic (e.g., Harashima, 2023;
Rickards, 2024) and microeconomic damage (e.g.
Gavurova et al., 2024) that WDID can cause, such as
increased speculation in global financial markets.

For now, it is hard to find a principled basis on
which to define an appropriate timeline to assess impact
of WDID, therefore in the absence of this, the focus here
is to simply consider which consequences of WDID are
commonly reported on in the literature. One issue is that
several studies examine hypothetical as well as actual
examples of consequences of WDID (e.g. Ahmed &
Pathan, 2020; Asevameh et al., 2024; Caramancion et al.,
2022; Chechelashvili et al., 2023; Ferrara, 2024; Kumar
et al, 2025; Li, 2025; Olivares-Delgado et al., 2022; Paul
& Yesmin, 2024; Pérez-Escolar et al., 2023; Pooranian et
al., 2021; Vasist et al.,, 2025). Some relate WDID to
economic and financial losses, data theft, structural
damage, public disorder, disruptions to services,
physical injury, and loss of life. More complex
consequences of WDID include erosion of public trustin
democratic functions, reputation damage of individuals,
groups, organisations and public institutions, distortion
of public opinion, polarization. To simplify the process of
capturing these various impacts, they are grouped into
two: Tangible losses (fatalities and injuries, economic
losses, financial losses, structural damage) and
Intangible losses (cultural losses, social losses, political
losses, reputational losses).

General-purpose risk-analysis framework of
WDID: Accepting the many outstanding issues and
limitations that have been discussed thus far, this first
section was guided by current research to propose
several risk factors that could be included in a risk-
analysis framework of WDID, which are summarised in
Table 2.

As mentioned earlier, the order of presentation
of the risk factors was in mind of how they might be
organised along the lines of typical risk assessment
methodologies. Figure 1 shows how the risk factors can
be grouped into those that would constitute threats (i.e.
intent, capabilities), vulnerabilities, and overall impact.
That is, the path starts from intent to cause harm,
followed by the means by which harm is caused, the
weakness that enable the harm to be caused, and the
types of harms that are expected to occur. For instance,
the target and the actor are factors that could be
construed as indicators of intent since they imply the
underlying motives of WDID. The content and form WDID
takes might suggest the type of capabilities needed for
their construction, such as how much planning and skills
are needed. The manner in which WDID is distributed
reflects the vulnerabilities in digital environments that
are exploited. Thus, by ordering the risk factors along the
lines of intent, capabilities and vulnerabilities we can
nominally trace a causal path because causes of harms
and their effects (Fenton & Neil, 2013; Neil et al., 2021).



Table 2. Summary of Risk Factors included in a Risk assessment framework of WDID

Intent Capabilities
Target Actor Content Form
high-profile Individual, high- Premeditated design
individual, a profile individual, and distribution for

social group, a
religious group,
a political party,

foreign state
actors, hostile
states, dark PR

the purpose of
causing harm.
Number of, and type

Badvertising, Clickbait
headlines, Conspiracy
Theories, Deepfakes,
Fabricating Sources, False
data injection attack (FDIA),

Vulnerabilities Impact
Manner of Consequences
Distribution

One-to-one, one-
to-specific-group,
one-to-an-
organisation, one-
to-network, one-to-

Tangible losses
(fatalities and injuries,
economic losses,
financial losses,
structural damage).

the public, a companies, of violations laws False Expertise, a-community, Intangible losses
public cybercriminals, (e.g. Privacy Laws, Impersonation, network-to- (cultural losses, social
institution, a hacktivists, firms,  Copyright Laws) Malvertisement, network losses, political losses,
corporation, corporations, Manipulated Media, reputational losses)
national news outlets Misquoting and Out-of-

infrastructure, a
nation state

The proposed risk-analysis framework is based
on common properties of information disorders that
have been individually investigated in studies on WDID.
Many gaps in the literature remain as discussed
throughout this section. Forinstance, we currently do not
know which combinations of forms of WDID are
associated with particular types of impacts. As yet, it is
hard to establish a temporal window for assessing the
way WDID to track how their dissemination changes over
time, and how the impacts may change over time. Also,
the different forms of WDID may need to be weighted
differently to reflect their differential impacts, which as
yet is hard to determine. Finally, it may be the case thata
general-purpose risk-analysis framework is too crude to
adequately accommodate the way WDID are employed

Context Quotes, Phishing,
Ransomware.

to cause harm in different contexts (e.g. to disrupt critical
infrastructure, provoke social unrest, cause reputational
damage to public institutions).

Accepting these many limitations, what has
been presented here is simply a skeletal structure of how
risk factors could be organised, along with the criteria for
where, in principle, a risk-analysis framework could be
applied to assess the impact from WDID. Clearly a lot
more needs to be done for the translation of the
proposed framework into a formal risk assessment
methodology of WDID. Thus far what has been discussed
in this section considers a risk-analysis framework in the
abstract, and so the next section explores the viability of
the criteria and the risk factors using real world cases.

l Intent Capabilities }

WDID Threat

~

Distribution

Exploited vulnerabilities

/

N

Willfully Deleterious Information Disorders
(WDID) RISK

Figure 1. Risk-analysis framework for WDID including five risk factors (target, actor,
content, form, distribution method)



Table 3. Cases of wilfully deleterious information disorders (WDID) between January 2024 to
February 2026

Context and link
to news articles
reporting the
story

Weather warning
(Mascelliono,
2024; NCSC,
2024)

Cyberattack
warning (Chalk,
2024; NME,
2024)

Academic Profile
(Andrei, 2024;
Wilcox, 2024)

14/11/2024. MeteoSwiss is the Federal
Office for Meteorology and Climatology.
Fraudsters sent letters to Swiss citizens
disguised as MeteoSwiss. Recipients that
were targeted were instructed to download
a new "severe weather warning app" via a
QR code contained in the letter. In actual
fact it was a phishing scam that installed
malware on smart phones in an attempt to
steal sensitive data.

27/02/2024. Mogilevich hacker group
claimed on the dark web that they had
launched an attack on Epic Games’s
servers and had accessed internal emails,
passwords, payment information and
source code that it was offering for sale.
Epic Games reported that the claims by
Mogilevich were in fact false, which was
later confirmed by members of the hacker

group.

22/07/2024. Using Generative Al to fake
scientific articles. To illustrate the success
of this Dr Reece Richardson an academic

“

Content and Form

Swiss citizens

Epic games, an
American
video game,
software
developer and
publisher.

Entity
unknown

Entity
unknown

Impersonation of an
institution, Phishing
attack. Fabrication of a
weather warning app.

Breach of copyright
laws.

False claim of a
cyberattack breaching
security and stealing
data.

Hacker group

Potential breach of
privacy laws

Academic Fabricated scientific

articles using generative

Al tools to produce

Distribution method

One/Group-to-
targeted group.

Physical letters
distributed to targeted
individuals that
contains a QR code to
download as an app
on their smart phone.

Hacker Group-to-
network.

Posting on the dark
web.

One-to-network.

Consequences

The number of
victims of the
scam has not
been
documented.

No evidence of
theft of data, or
compromised
systems.

Unspecified.



at Northwestern University USA generated content. Impersonating Designing an

false academic articles uploaded on an academic by academic profile
Research Gate a social media platform for fabricating an academic online with content
academics. The attributed author of the profile that was automated
articles is Larry Richardson, who in fact generated.
Reece’s grandmother’s cat.

Breach of copyright

laws.

Music Band 05/07/2025. A Canadian resident using the Audiences Entity Fabricated music band, One/group-to-public. Financial impact

(Kleinman, 2025; pseudonym Andrew Frelon posing as a using Spotify unknown fabricated music, on the music

Maimann, 2025) spokesman for the band Velvet Sundown and other fabricated promotion Generative Al industry hard to
revealed to journalists that he used music hosting material. platforms for determine, sales
generative Al platform Suno to create the platforms. generating music of music content,
songs in an elaborate Art hoax. The band, Breach of copyright content, image and and duping over
the music and the promotion material that laws. Potential breach of  voice manipulation 850,000 Spotify
had been placed on social media and Privacy laws. software. listeners.

music distributions sites were falsely
generated using Al tools.

Stock Market 01/04/2024. National Stock Exchange Private Entity Fabricated video and One-to-network. Unspecified.
Trading (NSE) of India LTD cautioned investors of a investors, unknown audio impersonating the
(Krishna, 2024; deepfake videos that had been distributed. public NSE CEO. Deepfake. Video and audio
Upadhyay, 2024) The deepfake was of the CEO Ashishkumar distributed via social
Chauhan providing false stock Breach of copyright media
recommendations. laws.

Foreign policy 08/07/2025. An unknown actor" was US Secretary Entity Deepfake. One-to-a-specific- Unspecified.
communications alleged to distributed manipulated media of State Marco unknown Impersonation of a state group
(Cook, 2025; to artificially generate the voice of US Rubio official, false policy
Yousif, 2025) Secretary of State Marco Rubio to contact information. Image and voice
three foreign ministers via the Signal manipulation
messaging app, and leaving voice mails on Breach of copyright software. Voicemails
the app. laws. Potential breach of ~ on social media app

Privacy laws. and text messages




Weather Crisis 29/10/2025. Hurricane Melissa was a Social media Entity Deepfakes employing Al Multiple individuals- Unspecified.
(Chan & Sobhan, powerful tropical cyclone this hit Jamaica followers, unknown tools like OpenAl’s Sora to-network.
2025; Sobhan & as a hurricane in October reaching peak public to distort or entirely
Chan, 2025) devastation between the 25" and 27" of fabricate the depiction Video and audio
October 2025. Around this time digital of the weather event. distributed via social
altered as well as entirely Al generated media
videos of the devastation where being Potential breach of
circulated on social media. The videos privacy laws and
depicted sharks swimming in a hotel copyright laws.

swimming pool, as well as views of the eye
of the hurricane from the porthole of a
plane caught inside the hurricane.

City Council March to October 2024. During 2024 city Public Officials ~ KICLEI Al generated content one-to-a-specific- Voting behavior
communications councillors in Canada were targeted with (‘Kicking using a chatbot. group of city
(White, 2025). emails along with reports, articles and International councillors

presentations containing Al generated Council out of KICLEI had targeted

content using a chatbot ““Canadian Civic Local Canadian public

Advisor,” to distribute fabricated content Environmental Potential breach of officials through

around climate protection policies Initiatives’) privacy laws and emails.

designed to influence decisions regarding political copyright laws.

net-zero activism

movement

European 2024. A European logistics firm (details Private sector Entity False data injection Multiple The firm
Logistics Firm undisclosed) that handles transport, was organisation unknown attack (FDIA) into the individuals(?)-to- experienced an
(Mitrovic, 2025). revealed to have been attacked through a firm’s Al-based Network estimated $4.7
data-poisoning method. It altered the firm’s route-optimisation million USD in
Al-training data sets in such a way as to model. The Al system was losses from the
reduce the efficiency of scheduling breached, and false attack.
vehicles, fuel costs and delivery times. The Potential breach of data and manipulated
net effect of this malicious attack severely privacy laws and data was introduced
impacted the operations of the firm. copyright laws. in the Al-model.

that were in the public domain, and so where possible
traditional news sites were used to source them (e.g.,
ABC news, BBC, Boston Globe, CBC news, CBS, CNN,
Financial Times, The Guardian, NME, PBS, Reuters,
Yahoo news). The aim also was to explore cases that
varied in context (e.g., political, social, entertainment,
education) to explore the feasibility of having a general-

Test Cases

The aim of this section is to use cases of potential WDID
(see Table 3) to explore the realistic challenges when
applying concepts relevant to a general-purpose risk-
based framework. Some simple conditions were applied
to select the real-world cases. First, cases were selected


https://www.theguardian.com/profile/krishani-dhanji

purpose risk-analysis framework. To ensure their
relevance, and topicality, the search for cases was
restricted to articles published between January 2024 to
February 2026. To be inclusive, where possible cases
were drawn from countries outside (e.g., Albania,
Caribbean, Hong Kong, India, South Africa, Vietham) as
well as within countries often studied in research on
information disorders (e.g., US, UK).

Each case in Table 3 is presented according to
the context and citations, the date the cases was made
public, along with a brief description. For the most part,
the publicly available details of the cases were used to
infer the target, actor, along with some basic
descriptions of the content and form, manner
distribution and possible tangible consequences. Table
3 includes cases where important details were missing,
this is because the details are unknown or have not been
made known to the public.

Application of Criterion 1 and 2: Cases 1, 3¢, 4,
5,6,7,8,9,11, 13 and 15 fulfil criterion 1 and 2, because
they were distributed on digital environments, and the
information disorders were deliberate in nature, appear
to be designed to cause harm, and violated laws or
various standards and regulations. However, other cases
exposed several important issues concerning how well
the criteria accommodated the particulars of the cases,
and where there may be reason to revise them. For
instance, case 2 involved the distribution of an
information disorder via physical letters that
impersonated a legitimate institution but contained a QR
code that would distribute malware digitally. Given the
malicious intent behind it and the potential laws it
violated (e.g. copyright), this would meet criterion 1, but
did not meet criterion 2 because the cases involved the
distribution of WDID via physical letters. The features of
this case are nonetheless interesting because while the
WDID was distributed offline, the harm would have been
caused via digital means based on the QR code the
letters contained. Consider case 12 which refers to a
situation of a fabricated public official, thus meeting
criterion 2. However, in this case the public are aware
that the official is Al generated so this would not
necessarily meet criterion 1, though the issue with this
case is whether the fabricated image breaches copyright
laws. Also, consider case 14, where there is some
ambiguity with respect to fulfilling criterion 1 but does
fulfil criterion 2. With regards to the latter, the report itself
was distributed as a digital report to government officials,
likely over email. The report that was prepared by the
multinational firm included Al-generated content which
was found to be entirely fabricated (e.g. quotes,
academic literature), though this does notin itself reflect
a deliberate attempt to deceive. However, failing to

explicitly disclose that some of the content was Al-
generated, of which some was likely to be fictitious given
poor efforts to quality assure the document, has been
treated as failing to fulfil their legally contracted
obligations. For this reason, this case is included for
analysis.

The two cases (case 4a and 4b) concerning
academia are also a useful stress test of the two criteria.
Case 4a describes a situation where the academic had
fabricated an academic profile, and because it was
disseminated in a digital environment this would meet
criterion 2. By impersonating an academic it could be
seen as a breach of some laws or regulations thus
meeting criterion 1. However, the intent behind the
design of the fake prolife was to expose concerning
issues with academic fraud. Similarly, case 4b also
meets criterion 2. Case 4b described how academics
can easily generate and publish fabricated articles as
well as inflate metrics that index their productivity and
impact by via citation cartels (Ibrahim et al., 2025).

The online distribution method of the fabricated
profiles and fabricated academic means that case 4b
meets criterion 2. As with case 4a, some aspects of the
case 4b would meet criterion 1 because the profiles and
articles were fabricated and likely violated copyright laws
because both were associated with academic
institutions to lend credibility. However, criterion 1 also
requires that the WDID is designed with the intent to
cause harm. Clearly the activities that were documented
by the academics (lbrahim et al.,, 2025) were for the
purpose of illustrating how actual academic fraud can
occur but did so by using fraudulent methods to expose
the mechanisms available to academics.

Other examples of complex edge cases were 3a,
3b and 10. Cases 3a and 3b were false claims of
cyberattacks and case 10 was a false terrorist attack. In
all three cases then, the content contained false claims
of an attack, but as false flags they still appear to be
designed to cause harm or material damage, and so the
content itself would meet criterion 1. Cases 3a and 3b
meet criterion 2, while case 10 fails this criterion
because the false claims were distributed offline, though
over time the details of the case were later disseminated
in mainstream media online and offline and were shown
to cause considerable harm to the religious groups
targeted.

The issues raised here are discussed in more
detail in the concluding section, and for the remained of
this section cases 4a, 4b, 10 and 12 were not discussed
in any depth given that they failed to meet at least one of
the criteria. Therefore, the remainder of this section
focuses on cases 1, 3a, 3b, 3¢, 4,5,6,7,8,9,11, 13, 14



and 15 to examine other challenges they present with
respect to the five risk factors.

Targets and Actors

Real world Cases: Targets and actors: From the
details presented in Table 3, it was possible for most
cases to identify the target of WDID. Consistent with
empirical work discussed earlier, the target of WDID can
vary considerably ranging from a high-profile individual
(case 9), social media users (case 1, 5, 8, 11), public
officials (case 13, 14), multinational companies (case 3b,
3¢, 6, 15), and public and private investors (case 3a, 7).
While for most cases the primary target of the attack
could be identified, there are likely to be secondary
targets, though identifying them is difficult because they
are still being investigated. What was more difficult was
identifying who the actor was behind the WDID as can be
seen in Table 3, where for the majority of cases the actor
could not be identified. Again, one reason for this is that
ongoing investigations mean that either the details are
unknown or are yet to be made known to the public.

Along with this, complex cases such as 5,
indicate ambiguity in who is responsible where the hoax
was declared by an individual actor, but this was later
denounced. Also, for some of the cases involving groups,
e.g. hackers (case 3a, 3b) or entities that had may be
individuals or hacker groups, they were often publicly
referred to as “unknown entities”. What these cases
reveal is that the entity responsible for WDID can be
elaborate, especially when it comes to designing
cyberattacks (case 3a, 3b, 15), deepfakes (case 6, 9, 11),
or impersonating staff to gain access to IT systems (case
3c).

Content, Form and Distribution

Real world Cases: Content, form, and
distribution: In passing criterion 1, the cases considered
here (cases 1, 3a, 3b, 3¢, 4,5,6,7,8,9,11,13, 14and 15)
indicate examples of various laws that had been violated,
which was also used as a condition for determining the
content of WDID as a risk factor. The aim here is not to
present a detailed legal analysis, but merely to show that
in principle examples of WDID can be assessed based on
content that flout laws. While this could be done, it is
important to highlight here that some judgment was
needed to identify which properties of the WDID need to
be considered against possible laws violated. For
instance, in several cases (3¢, 6, 7, 9, 11, 14) the content
of the WDID involved the impersonation of an individual

or an institution, which would imply violation of copyright
laws. Case 1 while an example of privacy violations may
be considered an edge case. The information published
on the platform was genuine regarding privacy
protections, but here it was the actions of the social
media platform that were in breach of the privacy laws
they claimed they were compliant with. As well difficult
cases such as this, depending on how expansive the
range of laws that could be violated, some cases suggest
wire fraud (case 6), identity theft (case 3c, 6, 7, 9), breach
of advertising standards (cases 5 and 8), data protection
(case 15), and violating database rights and artistic rights
(case 5 and 15). Taken together, outside of privacy and
copyright, the cases reveal several other violations of
laws and standards that could be included to assess the
content of WDID.

There was enough variation in the examples
selected to explore a range of forms that WDID could take,
which indicate varying levels of capabilities. To illustrate,
case 5 took multiple forms that involved the fabrication
of music content, band images, and even quotes from
the fictitious band members. Case 9 involved an audio
deepfake as well as a false social media account, and
false messages sent from the account. In fact, we see
several cases (5, 6, 7, 9, 11) taking the form of deepfakes
along with other forms such as phishing emails and
messages (e.g. Case 6, 9 and 13). Case 8 is a more
simplistic and straightforward WDID in the form of false
and exaggerated claims concerning food supplements.
Also, while sophisticated in form, the success of 3c
cyberattack was contingent on falsely impersonating a
staff member during a call with the IT help desk of the
company. Taken together these cases highlight that more
often than multiple forms of WDID are employed in the
pursuit of causing harm.

Regarding the distribution mechanism, all the
cases considered in depth here (cases 1, 3a, 3b, 3c, 4, 5,
6,7,8,9, 11, 13, 14, 15) exploited digital environments.
In some cases where social media platforms where the
distribution method, networks were exploited, though
the point of origin as a single entity, or a group was hard
to identify (cases 3a, 3b, 5, 7). In some cases the path
was one-to-one (case 6), but also one-to-a-specific-
group (case 9, 13, 14), organisation-to-network (case 1),
a group-to-one (3c), and multiple individuals-to-network
(case 8, 11, 15). Overall, the cases here help to illustrate
the range of networks and communication paths that are
employed.



Consequences

Real world Cases Consequences: One
important issue that had been discussed when
considering the impact of WDID was the need to
establish an appropriate temporal window. The current
literature made it hard to establish a precise time frame.
By examining real cases, the temporal issue clearly
comes into sharp focus. Throughout the discussion of
the cases, extracting important details to assess the
viability of the risk factors was made difficult because
they are still being investigated or the details are not
made known to the public (e.g., case 1, 3c, 9). Because
of this, using only the details currently reported means
that not all consequences of the WDID are going to be
accounted for. In addition, even focusing on reported
tangible consequences for which some of the details are
in the public domain (case 1, 3c, 6), in other cases the
information has yet to be publicly disclosed (case 3a, 3b,
4a, 5, 7,9, 14). For instance, loss of reputation could be
judged according to loss in market value (case 3c, 14),
directly incurred loses (case 15), or financial losses
based on fraudulent activities (case 6). Case 1 indicates
the financial penalties that the social media platform
incurred, and for case 14 the firm was required to cover a
refund (amount undisclosed). This raises the issue of
whether the consequences to a company associated
with  WDID should be differentiated from the
consequences (tangible or intangible) that are
experienced by the victims of WDID.

When it comes to intangible losses, such loss of
trust (case 11) and confidence in institutions (case 13,
14), in the absence of any metrics to gauge public
perceptions and experience for each of the individual
cases discussed here. These intangible consequences,
at least based on the details presented in reports of the
cases, can only be assumed rather than evidenced. For
instance, with regards to case 13 where public officials
were targeted with the aim of influencing their voting
behavior, it would be difficult to ascertain the scale of
influence. Not all public officials that were targeted
would necessarily reveal whether key voting on climate
protection policies were swayed positively or negatively
by the fabricated content they received.

General Discussion

The fact that information disorders are treated
as existential threats, and the need to find appropriate
methods for tackling them arguably necessitates a risk-
analytic approach to establish a principled way of
estimating their impact. Without a framework to assess
their impact, it is difficult to design appropriate

treatments, not least because how they occur and where
they occur varies substantially. Thus, to make some
practical inroads, the aim here was to start the process
off for designing a risk-analysis framework. This was
done with full appreciation of the ongoing debates as to
the precision of the definitions of different types of
information disorders, concerns over the empirical
methods to investigate the relationship between them
and their effects, and what are effective methods of
mitigation (e.g., Adams et al., 2023; Altay et al., 2023;
Osman, 2025; Scheufele & Krause, 2019; Yee, 2023).

Thus, the starting point of this article was to
focus on broadly accepted claims and assumptions that
were taken at face value. Along with this the net was case
wide to include research from a range of disciplines
studying information disorders (e.g., Asevameh et al.,
2024; Bontcheva et al., 2024; Chechelashvil et al., 2023;
Ferrara, 2024; Kumar et al., 2025; Li, 2025; Olivares-
Delgado et al., 2022; Osman, 2025; Paul & Yesmin, 2024;
Pérez-Escolar et al., 2023; Pierce et al., 2022; Plikynas et
al., 2025; van Hoboken & Fathaigh, 2021; Vasist et al.,
2024). The objective here was to consider what a general-
purpose risk-analysis framework would look like if it
attempted to accommodate the different disciplines that
study information disorders. In fact, because of this, a
novel approach was adopted from legal studies as a way
to solve definitional issues. By doing this, the content of
WDID were classified based on the laws that they would
be potentially violating (e.g., Chang, 2022; Li, 2025;
Peukert & Windisch, 2025; van Hoboken & Fathaigh,
2021).

The rationale for looking at real-world examples
was in view of proposing a framework that was practical,
but also as a useful stress test to expose important
weaknesses in the proposed risk-framework and the
criteria. With regards to criterion 1 the case studies
suggested some constructive insights for applying a legal
framework to help classify the content of WDID (e.g.,
Chang, 2022; Li, 2025; Peukert & Windisch, 2025; van
Hoboken & Fathaigh, 2021). The cases revealed that
beyond privacy and copyright laws many other laws
violated (wire fraud, identity theft, database rights,
artistic rights), and standards breached (e.g. advertising
standards). To complement this, it may be the case that
a legal framework could be used to estimate the impact
of information disorders based on the punitive measures
associated with the laws and standards violated.
Perhaps this could be used to inform deterrence
strategies, such as publicizing punitive measures when
laws are violated. Also, the real-world cases suggested
some important adjustments for criterion 2. Nefarious
actors clearly utilised a combination of techniques that
spanned virtual and physical domains, and so only



focussing on the digital environment may be too
restrictive. The complex interplay between digital and
physical environments might be better captured as a
hybrid approach to the distribution of WDID along with
the dual impacts that would be estimated to occur (e.g.,
Danning, 2018; Stremlau et al., 2024, Van Raemdonck &
Meyer, 2024).

Of the many challenges examining real-world
cases presented, the most important is evidencing the
impact of WDID. Regardless of how a risk-analysis
framework articulates the impact, concrete examples
are needed to capture the range of consequences
associated with WDID. Extracting details to judge
tangible consequences was difficult for reasons
concerning the evolving nature of the WDID of the many
cases examined, and the limited publicly available
details. Along with this, the academic literature has
considered WDID as situated in a broader range of
cultural, societal, political and economic consequences
(e.g., Danning, 2018; Lewis & Coaffee, 2024; Osman,
2025; Stremlau et al.,, 2024). Taken together, the
concerns for an assessment of impact, means
evidencing them, and reliably demonstrated the causal
relationship between cases of WDID and their tangible
and intangible consequences. While theories can make
plausible cases for these types of associations, causal
theorising, and sophisticated causal models are needed
to explain (e.g., Grossmann et al., 2024; Shmueli, 2010)
to then estimate the impacts of WDID.

A valid criticism that could be levelled at the
selection of the real-world cases considered here is that
they are not all prototypical examples of information
disorders. The main motivation for exploring real-world
cases is because the pollution of information
ecospheres takes many forms, with a range of targets,
and can cause damage in avariety of ways that should be
considered. In fact, the limitation of the selection of the
cases discussed here makes a strong case for having a
comprehensive WDID incident database. The small
selection of cases here can help to critically evaluate
common assumptions, as well as point to ways in which
risk concepts can be informed to better support a risk-
analysis framework. Outside of this, a WDID incident
database would be useful in its own right for researchers
to explore patterns in the form WDID take, typical
combinations that occur and their associated impacts.
Data of this kind would help in theory development and
empirical research on information disorders. In fact, to
this point, much of the literature reviewed in the first
section typically relies on idealised hypothetical
examples, with few based on real-world case studies.
There is no denying the need for tightly constructed
scenarios and hypothetical cases to aid carefully

controlled experiments, or for modelling, or testing the
success of tools to detect WDID. However, a WDID
incident database would clearly be of value to further
test hypotheses and make predictions and to reduce
current evidence gaps.

Conclusion

The present article discussed what, in principle, a risk-
analysis framework estimating the impact of information
disorders could look like. It also attempted a practical
challenge by applying the proposed framework to a range
of real instances of information disorders. What has
been presented here is coarse on many levels and many
limitations have been acknowledge throughout. The
proposed risk-analysis framework is a starting point for
informing future empirical, modelling, and theoretical
work. The criteria and risk factors proposed need to be
vigorously tested and robustly challenged to ensure that
a future risk-analysis framework adequately addresses
what could not be achieved presently. Using real-world
cases is a useful exercise to explore what the future
development of anincident database of WDID could look
like. There are obvious benefits to having this not only for
researchers in the risk analysis community, but for
practitioners and decision-makers to make evidence-
based decisions as to how to address the growing and
alarming impacts of information disorders.
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